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The large-scale clock network is the key ingredient to obtain high precision in many scenarios, from fundamental
research to cutting-edge applications. The advantage of the time synchronization among microwave clocks is their cost,
size, and accessibility. Here, we demonstrate a femtosecond-level time synchronization of microwave clocks through a
commercial link of 205.86 km via dual-comb-enhanced optical two-way time transfer, which achieves a 6.23-fs resid-
ual time deviation between synchronized timescales at 1 s and an instability below 6 × 10−18 at 10,000 s. Further, the
high-precision time synchronization of microwave clocks significantly enhances the probe ability of subtle reciprocity
changes of fiber to the sub-picosecond level. This work provides a path toward secure fiber time-frequency networks to
support future microwave-clock-based precise timing and sensing systems. © 2024 Optica Publishing Group under the terms

of the Optica Open Access Publishing Agreement

https://doi.org/10.1364/OPTICA.530224

1. INTRODUCTION

High-precision clock networks offer the fundamental technical
foundation for numerous scenarios, including positioning, naviga-
tion, timing [1–3], sensitive probes of environmental fluctuations
[4–6], and fundamental physics testing [7–10]. The enormous
benefits are unleashed through the full interconnection between
any two nodes in a hybrid network of optical clocks and microwave
clocks. In particular, the time-frequency transfer over both fiber
and free-space optical links has seen tremendous progress [11–30].
The ultra-high precision frequency comparison has been achieved
using well-established optical frequency transfer techniques by
directly disseminating stable frequency signals [14–16,25,26],
whereas the timescale comparison requires an exchange of a series
of labeled optical pulses generated by frequency standards [11–
13,17–24]. Since the optical two-way time transfer (OTWTT)
method uses the reciprocity of bi-directional light travel to elimi-
nate most of the common-mode noises and the link drift [31,32],
the measurement of optical pulses has become the key to improving
the precision for time transfer.

Remarkably, in recent years, time transfer has been significantly
improved by using optical measurement methods, specifically
linear optical sampling (LOS) [33], to overcome the limitation of
the picosecond-level uncertainty caused by the photoelectronic
detection of pulses [13,17–24,34,35]. State-of-the-art time-
programmable frequency comb technology has even pushed the

time synchronization to the quantum-limited region [11,12].
Despite great improvement of the synchronization capabil-
ity between optical clocks [12,13,21] and between optical and
microwave clocks [22,23], the reported time synchronization
between remote microwave clocks remains limited by the precision
of photodetectors and time-interval counters (TICs) [36], so the
full potential of high-precision time-frequency networks has not
been realized.

In the time synchronization of two microwave clocks, the elec-
trical measurement has not been replaced by the optical approach
because a phase coherence of independent optical frequency combs
(called combs for simplicity) at both local and remote sites, which
is a necessary requirement for performing stable and low-jitter
interference, is challenging to establish. Specifically, microwave-to-
microwave synchronization is difficult because both reference and
synchronized clocks have greater phase noise than optical clocks
and the pulse coherence is reduced by propagation-induced pulse
impairments. It was challenging to consider not only the impact of
inferior reference sources on synchronization but also the effects
of fiber on long-distance optical frequency comb transmission.
These factors collectively affect the precision sharing of remote
microwave clocks.

To overcome the limitations mentioned above, here, we propose
a tight microwave clock time synchronization scheme based on the
dual-comb-enhanced OTWTT and provide a demonstration over
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205.86-km commercial fiber. We achieved a 6.23-fs residual time
deviation between synchronized timescales at 1 s and an instability
below 6× 10−18 at 10,000 s due to a series of breakthroughs,
including high-precision locking, LOS, dispersion compensation,
robust timing discrimination, and signal processing. The intensity-
encoded comb pulses were measured using a Kalman-filter-assisted
LOS, where the centroids of reference and target interferograms at
each site served as the start and stop times of the time interval, to
reduce the impact of the intensity noise and pulse distortion on the
peak measurements. We used the phase time of the pulse envelope
instead of the carrier phase for time synchronization [20] to remove
the limit of the carrier envelope offset (CEO) frequency, since the
stable carrier phase is vulnerable to fluctuations in independent
sources and fiber transmission. Dispersion compensation, fully
automatic polarization control, and real-time feedback are essential
to guarantee the mutual optical coherence.

In contrast to the majority of reported works [12,13,19,22],
our research specifically addressed the long-haul time synchroniza-
tion scenario by transmitting optical frequency combs through
optical fibers, under the conditions of utilizing microwave clocks
with inferior noise characteristics. Although our approach for
time synchronization using microwave clocks as reference sources
achieves slightly lower precision compared to time synchronization
schemes using optical clocks, we believe that the improvement in
microwave clock synchronization capabilities has greatly expanded
the application range of the entire high-precision clock networks.

An interesting extension of the fiber-based time synchroniza-
tion is the perception of subtle reciprocity changes of the fiber,
which enhances the ability against potential delay attacks [37–39].
We achieved sub-picosecond (ps)-level sensing of asymmetric
delay attacks within 200 km, which significantly surpasses the
capabilities of the existing TIC measurement instruments of a
sub-nanosecond level [37].

2. CONCEPT

The main task of this work was to achieve synchronization of
optical pulses carrying time information from two microwave
clocks, one located at the master site (site A) and the other at the
synchronized site (site B). Site A and site B are adjacent to each
other and located at one laboratory with independent rubidium
clocks to easily quantify the residual transfer noise. Note that the
microwave clock in this paper refers to both the microwave oscil-
lator (a rubidium clock) and the optical “clock” comb that was
being synchronized. The overview of the microwave-clock-based
time synchronization via fiber is given below, and the specific
experimental layout will be introduced in the next section.

(1) Creating the local timescales. At each site, a local timescale
is created by phase-locking the repetition frequency of the
fr comb to the local microwave clock, which served as the
clock comb. Then, a fr +1 fr comb, which is also locked
to the local clock, output optical pulses with a repetition fre-
quency offset by1 fr relative to the clock comb, which serves
as the local oscillator (LO) comb to sample clock combs for
performing LOS.

(2) Generating band-limited pulses. The international-
telecommunication-union-standard (ITU) dense wavelength
division multiplexing (DWDM) module is applied to the
output of each comb to generate band-limited pulses with
different spectra. The LO comb is filtered to generate two

outputs with a bandwidth of B0, which are centered at λ1

and λ2. The clock comb is then filtered to generate an output
centered atλ1 (for site A) orλ2 (for site B).

(3) Elimination of the ambiguity. Since directly using the LOS
for synchronization would introduce the ambiguity of 1/ fr,
which would cause cycle slips, we provide an unambiguous
synchronization method by encoding timemarkers on the
optical pulse using a Mach–Zehnder modulator (MZM) (
Appendix A: Methods). For each site, the output after the
intensity modulator is separated into two parts. One part is
sent to the link for transmission; the other aims to generate the
local reference interferogram.

(4) Dispersion compensation. Link disersion is compensated
for by using dispersion compensating fibers (DCFs) at the
repeater station and both receiver sites. Especially, a small
amount of DCF at each receiver site is used to compensate
for the residual dispersion in a fine-tuned manner. For more
precise dispersion compensation, techniques such as liquid
crystal modulation could be used [40].

(5) Dual-comb-based LOS measurement. At each site, two cross-
correlations are generated. The reference interferogram is
generated by the cross-correlation between the LO comb and
the local clock comb. The target interferogram is generated by
the cross-correlation between the LO comb and the incom-
ing clock comb from the remote site, which correspond to
the “time-stretched” start and stop signals of the measuring
time intervals, respectively. The equivalent timescale stretch-
ing parameter is obtained as α = fr/1 fr. Then, an analog
to-digital converter (ADC) is implemented to digitize the
train of interferograms. The data is subsequently transmitted
to a field programmable gate array (FPGA) controller and
synchronized with the local clock for data processing.

(6) Timing discrimination. The centroid of the interferogram
is used to discriminate the temporal position of the optical
pulses, defined by

ti =

∫
dt Ai (t)× t∫

dt Ai (t)
(1)

for the i -th labeled interferogram. Here, Ai (t) is the enve-
lope extracted by the Hilbert transformation, since it is not
sensitive to the pulse shape and can smooth out the intensity
noise superimposed on optical pulses. Then, the time differ-
ence is obtained by comparing the centroid position of two
interferograms.

(7) Kalman-filter-assisted LOS measurement. The Kalman filter
is then utilized to suppress measurement noise.

(8) In-loop time offset calculation. The real-time timing discrimi-
nation of both sites and the calculation of the in-loop time
offset1tAB are performed in the two FPGA controllers. First,
at both sites, the respective time differences under a laboratory
timescale t lab

A and t lab
B are obtained by locally comparing the

centroids of the labeled reference and target interferograms
using the time-difference calculation algorithm. The effec-
tive (actual) time differences at both sites are tA = t lab

A /α and
tB = t lab

B /α. Then, the local generated time difference tA at
site A is transmitted to site B using a modulated laser over
the DWDM communication link. Combined with the local
calculated time information tB, the in-loop time offset1tAB is
calculated in the FPGA controller of site B.
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(9) Remote clock synchronization. The time offset calculation,
which acts as the error signal, is fed into the digital-feedback
system that contained a proportional integral loop filter and
a direct digital synthesizer (DDS). The synchronization is
achieved by adjusting the repetition frequency of the clock
comb at site B.

(10) Out-of-loop verification. To verify the time offset of the clocks
after synchronization, the out-of-loop measurement of the
time offset 1TAB, which is independent from the in-loop
calculated time offset1tAB , is performed. An output on both
combs at each site is filtered to generate the out-of-loop ref-
erence interferogram that is independent from the in-loop
signals to verify the synchronization results.

3. EXPERIMENTAL LAYOUT

The experiment was performed in a Wuhan commercial link. As
shown in Fig. 1(a), two sites A and B are adjacent to each other
and located at Wuhan laboratory. Site A and site B were connected
through two geographically folded optical fibers linked in Liuxinji
(round-trip node), and the total link length was 205.86 km (the
total link loss was 57.18 dB). The long-haul fiber transmission
necessitated the installation of two optical repeater stations at
Wuhan North, each of which contained an erbium-doped fiber
amplifier (EDFA) and a DCF along the terrestrial link to recover
the signal impairments caused by loss and dispersion. OTWTT
was achieved by using the DWDM technology over the shared
fiber link.

At each site, we used a dual-comb-based LOS measurement
to replace the TIC in the measurement of pulses generated by
microwave clocks. As shown in Fig. 1(b), at each site, we used
two combs with the repetition frequency of fr = 100 MHz and
fr +1 fr = 100.001 MHz for performing LOS. The principle
of LOS is shown in Fig. 1(c). Phase locking was achieved with a
locking-induced noise of 45 fs (time deviation at 1 s) through an
asynchronous locking system (see Appendix A: Methods) to create
the local timescales.

Both combs had center frequencies of 1,560 nm and a 3-dB
spectrum bandwidth of approximately 15 nm. The spectrum
effectively covered the commonly used C-band range in fiber
optic communication, which is necessary for two-way transmis-
sion. Here, we directly applied the ITU DWDM module to the
output of each comb to generate band-limited pulses with dif-
ferent spectra. We filtered the LO comb to generate two outputs
with a bandwidth of 0.8 nm (100 GHz), which were centered
at 1,551.72 nm (ITU-C32) and 1,550.12 nm (ITU-C34). We
filtered the clock comb to generate an output centered at ITU-C32
(for site A) or ITU-C34 (for site B).

The use of DWDM offered two advantages. First, the spectral
bandwidth of the filtered comb signals was limited to stay below
Nyquist condition: f 2

r /(21 fr) [24]. Second, combs with a con-
strained optical bandwidth could better propagate through fibers
to decrease the dispersion and nonlinear effects [45]. However,
this behavior increases the uncertainty of timing discrimination
compared to the free-space scenario with narrower pulses (where
the typical pulse width is 0.1–1 ps) [21].

At each site, two cross-correlations were generated. The cross-
correlations were generated with the equivalent sampling rate

(a) (c)

(d)

(b)

Fig. 1. Schematic of the microwave clock time synchronization. (a) Block diagram of the experimental link. DWDM: dense wavelength division multi-
plexing; DCF: dispersion compensating fiber; EDFA: erbium doped fiber amplifier. (b) Detailed configuration of site A. The out-of-loop verification part
is not shown here. The repetition frequencies of the clock comb and local oscillator (LO) comb have a small frequency offset 1 fr = 1 kHz. The center
frequencies of two optical filters are λ1 = 1,551.72 nm and λ2 = 1,550.12 nm, respectively. MZM: Mach–Zehnder modulator; EPC: electronic polariza-
tion controller; ADC: analog to-digital converter. (c) Principle of linear optical sampling. (d) Simplified configuration of site B. Site B is identical to site A,
except that all of the positions of wavelengths λ1 and λ2 are exchanged, and a synchronization feedback system is added, which contains a real-time time off-
set calculation, a proportional integral (PI) loop filter, and a direct digital synthesizer (DDS).
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fs = f 2
r /1 fr = 10 THz in the optical frequency domain and

the updating rate of Tupdate = 1/1 fr = 1 ms in the laboratory
timescale. The equivalent timescale stretching parameter was
obtained as α = fr/1 fr = 105. Then, we implemented an ADC
with a 400-MHz sampling rate and a 10-bit resolution to digitize
the train of interferograms, and then the data was transmitted to a
FPGA controller for data processing.

The fundamental task of OTWTT is to recover timing infor-
mation from exchanged optical pulses. Because signal distortion
and noise accumulation were caused by the long-haul fiber trans-
mission, high-precision timing discrimination was challenging.
Instead of the commonly used heterodyne-voltage-to-time scaling
[12], peak location [13] or carrier phase [20] to define the arrival
time in free-space scenarios, we used the centroid of the interfero-
gram to discriminate the temporal position of the optical pulses,
defined by Eq. (1).

In contrast to the signal fading from turbulence in the free-space
scenario [12,19], the decrease in visibility of the target interfer-
ogram mainly attributes to the polarization disturbance in fiber,
which is eliminated by the in-line electronic polarization con-
troller. Therefore, the hold-over behavior of the Kalman filter was
not considered in our experiments. In this paper, we focused on the
Kalman filter to limit the amount of measurement noise [46,47].
We assumed two zero-mean Gaussian random processes in the
prior noise model of a Kalman filter to represent the random-walk
phase noise and random-walk frequency noise for real-time data
processing [22], because these two noises are usually dominant in
the microwave clock. This clock model is often applied to analyze
the clock offset and Kalman-filter-based clock synchronization
[46–48].

Based on OTWTT, the equivalent time offset between clocks
was obtained by subtracting the two time difference results as
follows:

1tAB =
1

2
(tB − tA)+ tNR, (2)

where tNR = (1τBA −1τAB)/2 is the non-reciprocal propagation
time delay between forward transmission time1τAB and backward
transmission time1τBA. In the experiment,1τAB and1τBA were
estimated in advance based on the link length, and the results were
pre-stored in FPGA. Based on the reciprocity assumption, tNR is
commonly set to zero. However, many scenarios such as asymmet-
ric delay attacks in the fiber [37] will break this assumption, which
will be discussed later.

4. RESULTS

A. Noise Floor of the LOS Measurement

To quantify the noise floor of the microwave-clock-based LOS
measurement, we replaced the incoming clock comb by the local
generated clock comb at each site and calculated the time difference
between reference and target interferograms. Due to the DWDM
filtering, the initial width of the filtered pulse was approximately
13.6 ps in the effective time (which corresponds to 1.36 µs in lab
time). Then, we used local DCFs with different lengths to locally
simulate the effect of the fiber transmission on the pulse shape,
as shown in Fig. 2(a). When the dispersion-induced pulse width
increased, the peak became more difficult to find because the pulse
flattened. By contrast, as shown in Fig. 2(b), in the pulse width of
13.62–217.97 ps, the short-term time deviation remained stable

(65± 2 fs for 1 s of averaging time) by the centroid estimation,
which demonstrates the insensitivity to waveforms.

Figure 2(c) shows noise power spectral densities (PSDs) of the
measurement process. The effective bandwidth of the Kalman fil-
ter was 0.01 Hz, and the PSD was reduced by approximately three
orders of magnitude reduction at 0.5 Hz to 1.2 fs2Hz−1, which is
close to the noise floor of the optical-clock-based LOS measure-
ment [12,13,22]. In addition, Figs. 2(d) and 2(e) show that the
Kalman-filter-assisted LOS optimizes the measurement instability
for a short averaging time. The shaded region shows the noise sup-
pression below 100 s. In Fig. 2(d), the time deviation of the noise
floor was optimized to 3.7± 0.1 fs for 1 s of averaging time, which
can support the measurement of femtosecond-level fiber changes.
In Fig. 2(e), the modified Allan deviation (MDEV) changed the
slope of the noise floor from τ−3/2 to τ−1 after the Kalman filtering
(τ is the averaging time in seconds). Thus, the dominant white
phase measurement noise was suppressed to the lower flicker phase
noise region at short timescales (below 100 s), which determined
the noise limitation of the time offset measurement.

B. Free-Running Link

We then used our system to investigate the one-way free-running
link. Specifically, we set both sites that shared a common master
clock to test the open-loop link noise from A to B. After passing
through the link, the incoming clock comb accumulated link
effects, which resulted in the pulse impairments. One impairment
is dispersion, which caused pulse broadening and distortion. The
results show both second-order dispersion, which caused pulse
broadening, and third-order dispersion, which resulted in pulse
asymmetry and distortion. Additionally, the link noise and ampli-
fied spontaneous emission (ASE) noise introduced by EDFAs
inevitably introduced intensity fluctuations in the optical pulses.
Both dispersion-induced noise and ASE-induced intensity fluctua-
tions decreased the pulse coherence, which ultimately affected the
measurement jitter of the optical cross-correlation.

For the dispersion compensation, even if we use DCFs at the
repeater station, a complete dispersion compensation for ultrashort
pulse remains challenging. Therefore, we used a small amount of
DCF at the receiver site to compensate for the residual dispersion
in a fine-tuning manner. The cross-correlation after compen-
sation was provided by the target interferogram in the insert of
Fig. 3(a) with a pulse width of 75.36 ps, which would not cause
significant measurement uncertainties due to pulse distortion. For
more precise dispersion compensation, techniques such as liquid
crystal modulation may be used [40]. The effect of the intensity
fluctuations was suppressed by the centroid estimation to smooth
the intensity noise. When we calculated the centroid, as shown in
Fig. 3(a), the time deviation introduced by the link was 5 fs at 1 s,
which was optimized by an order of magnitude compared to the
direct peak-location finding method in our experiment.

Imperfect dispersion and nonlinearities led to waveform dis-
tortion, which mainly affected the estimation of time offset in
two aspects. First, there was a fixed systematic offset relative to
the ideal position of the centroid, which guided us to strictly cal-
ibrate the offset after the imperfect compensation. Second, these
could lead to insufficient concentration of signal energy near the
centroid, which could result in larger fluctuations when calculat-
ing the envelope and centroid using limited data. Therefore, it is
important to carefully select both the amount of data and the data
region used for calculating the centroid when the compensation
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Fig. 2. Noise floor of the LOS measurement. (a) Centroid-finding process of different interferograms by locally changing the length of the DCF.
FWHM: full width at half maximum. (b) Time deviation of the noise floor over an averaging time of 1 s, calculated by the centroids, under different pulse
FWHMs. (c) Power spectral densities (PSDs) before and after Kalman filtering. (d) Time deviation of the noise floor. The shaded region indicates the
short-term noise suppression by the Kalman filter. (e) Modified Allan deviation (MDEV) of the noise floor. In both plots, the orange squares or solid lines
indicate the noise floor of the LOS; the blue circles or solid lines indicate the noise floor of the Kalman-filter-assisted LOS. The dashed lines highlight the
main contributed noise types with typical slopes. The error bars indicate the 68% confidence intervals.

Fig. 3. Results of the dual-comb-enhanced microwave clock synchronization. (a) Time deviations of the LOS noise floor (blue circles), one-way free-
running link (purple diamonds), and synchronized link (red triangles). The free-running performance was obtained by comparing the position of the
centroids between local reference and target interferograms. The performance of the synchronized link was calculated from the out-of-loop measurement
1TAB by comparing the position of the centroids between out-of-loop reference interferograms from two sites. (b) Residual MDEV of the corresponding
results. The insert shows the PSDs of OTWTT. The synchronized result was well below the instabilities of state-of-the-art microwave clocks (shaded region
[41–44]). The dashed lines highlight the main contributed noise types with typical slopes. The error bars indicate the 68% confidence intervals.

was not perfect. We will leave the investigation of the impact of

imperfect dispersion compensation and nonlinearities on system

performance for future work.

C. Synchronized Link

After fully characterizing the 205.86-km fiber link, by perform-
ing an OTWTT to cancel the link’s influence and closing the



Research Article Vol. 11, No. 9 / September 2024 / Optica 1273

synchronized feedback loop, we obtained the performance of
the synchronized link, which was continuously acquired for over
24 h. The synchronized link in our work, distinct from the active
stabilization link mentioned in Ref. [49], refers to the pulse-
synchronization link achieved after eliminating time deviations
through feedback systems. As shown in Fig. 1(d), the time offset
calculation, which acted as the error signal, was fed into the digital
feedback system that contained a proportional integral loop filter
and a direct digital synthesizer (DDS). It also had a 30-Hz synchro-
nization bandwidth to force the minimized residual timing jitter of
the clock output to synchronize two microwave clocks. Note that
the synchronization was actually achieved between the repetition
frequency of the remote clock comb and the local clock comb,
with each piece of time information carried from its local clock,
respectively.

Figure 3(a) shows a time deviation. The starting point was the
floor at approximately 6.23 fs and reached another floor of 10 fs at
400 s, which contributes to the short-term noise suppression by
Kalman-filter-assisted LOS. The trend is consistent with the mea-
surement noise floor for an averaging time of up to 1,000 s, which
indicates that the residual synchronized noise strongly depends on
the type of noise in the measurement part and the degree of noise.
The synchronized link exhibits slightly poorer stability for a very
short averaging time than the free-running link. The main reason
is the non-reciprocity in the bidirectional amplifiers at the repeater
station, which makes it difficult to cancel the non-common-mode
ASE noise. The slope dramatically changed beyond 1,000 s, which
shows that the time deviation is limited by the thermal effect for
longer averaging times. This issue will be improved by an active
thermal stabilization of experimental components.

The residual MDEV between remote parties shows the per-
formance of the time-frequency transfer in Fig. 3(b). The MDEV
we provide is not the stability of a single microwave clock, but two
clocks’ relative stability after synchronization. The relative stability
between two rubidium clocks is 5.5× 10−13 at 1 s and reaches
the floor of 8.56× 10−14 at 2,000 s without synchronization.
The residual MDEV began at 1× 10−14 at 1 s and reached below
6× 10−18 at 10,000 s. The residual MDEV was below the state-
of-the-art microwave clocks [41–44] after 1 s of averaging time and
more than two orders of magnitude better after the long averaging
time. The slope was τ−1 below 1,000 s, which indicates that the
dominant noise at short timescales is flicker phase noise, and the
residual MDEV follows τ−1/2 power laws after 1,000 s averaging
time. All of the results are consistent with the time deviation.

We also compared the stability result of 1× 10−14τ−1 in our
experiment with the free-space scenarios that synchronized the
optical clocks. The stability was approximately one order of mag-
nitude less than that of Ref. [13], given by a few 10−15τ−1. This
lower starting point was mainly due to the higher noise floor of the
LOS measurement and ASE noise of the in-line EDFAs, which
relatively weakened the coherence of optical pulses and caused a
larger timing jitter in the microwave clock synchronization sce-
narios than in the optical-oscillator-based scenarios. Moreover,
compared to the result of 2.8× 10−15τ−3/2 in Ref. [12], the trend
of τ−1 comes from the flicker phase noise caused by the technical
noise of devices, so the delay-unsuppressed white-phase noise espe-
cially with low frequency [50,51] could not be detected. Thus, we
should optimize the microwave-clock-based LOS measurement.
Nevertheless, this result, which is close to the optical clock time
synchronization, greatly closes the gap of microwave-microwave
time synchronization in the entire time-frequency network.

Recently, similar to what we did, Kang et al. [52] utilized the
filtering comb with WDMs to transmit multiple optical carriers
in free-space scenarios, which also provides a new possibility for
comb-based time-frequency transfer.

D. Probing Fiber Delay Non-Reciprocity

Similar to the probe of non-reciprocity from multi-path effects
[12] or motion platforms [19] in free space, many impacts can
affect the non-reciprocity in fiber-based OTWTT, which affects
the true clock-offset estimation results. A particular example of the
recently extensively concerned potential asymmetric delay attacks
[37,39,53]. The improvement of the clock-offset measurement
enables us to sense the subtle delay non-reciprocity of the fiber link
and improves the security of long-haul fiber transmission.

To verify this claim, we used an asymmetric delay attacking
module at the round-trip node to simulate the potential invasive
attack, as shown in Fig. 4(a). Two DWDMs were used to separate
the forward and backward optical pluses. An optical delay line
(ODL) in the forward path was exploited to adjust the relative
time delays between forward and backward transmissions, and the
reciprocity was broken down. As we discussed, the non-reciprocal
propagation time delay tNR in Eq. (2) was set to zero before we
started the synchronization. If the non-reciprocal traveling time
was stable, the calculated time offset1tAB only reflected the offset
between the two clocks (because the link drift was canceled by the
OTWTT method), which can be compensated for on the remote

Fig. 4. Result of the asymmetric delay attack. (a) Asymmetric delay attacking module at the round-trip node. Two DWDMs were used to separate the
forward and backward optical pluses, and an optical delay line (ODL) in the forward path was used to adjust the reciprocal time delays between forward
and backward transmissions. (b) The in-loop time offset changed when the sub-picosecond-level asymmetric delay attack was used. The peak-to-peak time
wander was approximately 100 fs without attack.
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clock through a closed-loop feedback process. However, the term
tNR appeared when we adjusted the ODL to perform asymmetric
delay attacks, which made the estimated clock offset deviate from
the true value.

Here, we only set a common clock of two sites to probe the link
variation to show the ability of pulse measurement in the fiber and
ignored the clock-offset drift. When there is a clock offset, the link
change can also be obtained by establishing a clock-offset dynamics
model to eliminate the influence of the clock [37]. As Fig. 4(b)
shows, the in-loop time offset 1tAB suddenly changed when we
applied a sub-picosecond-level delay on one path, which caused
a mismatch between synchronized clocks and compromised the
security. This type of asymmetric delay attack cannot be identified
and exceeds the noise level of the measurement instruments. The
time wander of the system was approximately 100 fs in our system,
which limits the precision of probing fiber delay slips. This proc-
ess can be optimized by precisely controlling the temperature of
laboratory devices.

This result indicates that the transmission of microwave clocks
can identify delay variations caused by sub-ps-level attacks, which
is three orders of magnitude better than the reported TIC scheme
with the sub-nanosecond precision [37]. This significant improve-
ment helps us precisely identify the sudden phase changes caused
by unexpected factors in the link, which can more securely evaluate
the clock offset.

5. CONCLUSION

In summary, we have demonstrated a femtosecond-level time syn-
chronization between remote microwave-clock-based timescales
over a commercial fiber link of 205.86 km. The residual time
deviation after synchronization was 6.23 fs at 1 s, and the insta-
bility was below 6× 10−18 for an averaging time longer than
10,000 s with the dominant noise from the microwave-clock-based
LOS measurement. This configuration can make the high time-
resolution feature of the optical frequency comb compatible with
most existing fiber infrastructures, which greatly promotes the
application range of fiber-based time-frequency networks. This
result fully merges the bottleneck of time synchronization based on
microwave clocks in a hybrid time-frequency network to achieve
the interconnection between any microwave and optical clocks.
Thus, this method has the potential for microwave-based precise
applications such as positioning, navigation, timing, and coherent
sensing. Moreover, this technique enhances the probe ability of
subtle variations of fiber, which will generate new possibilities for
channel modeling and a secure time-transfer network to resist
potential delay attacks. An interesting extension of this work will
further investigate the quantum-limited properties [12] in the
microwave-clock-based fiber scenarios.

APPENDIX A: METHODS

1. Asynchronous Locking System

In our experiment, the repetition frequencies of two combs were
phase-locked to a microwave clock to guarantee the coherence
of the pulse-envelope phase, while the CEO frequency was free
running. The reason is that the CEO frequency has negligible
influence on the envelope measurement at an appropriate sampling
rate [34].

To maintain the pulse-envelope phase synchronization between
two combs with a small frequency offset, we developed an asyn-
chronous locking system, which contained a high-precision
single-input two-output DDS, and two fiber-loop optical-
microwave phase detectors (FLOM-PDs) [54]. The single-input
two-output DDS was used to generate two electrical signals with
repetition frequencies of 1 GHz and 1.00001 GHz, which were
synchronized to the 10-MHz microwave clock and served as
the references of two combs. To maintain the synchronization
between the outputs of the DDS and two combs, we locked the
repetition frequencies of two combs to the outputs of the DDS
using the FLOM-PD, where the 10th harmonic of the respec-
tive combs was used to improve the locking stability. The overall
locking-induced time deviation of the system was 45 fs at 1 s,
and the corresponding phase noises at typical frequency points
were −55 dBc/Hz at 10−3 Hz, −100 dBc/Hz at 10−1 Hz, and
−123 dBc/Hz at 10 Hz, and the floor of−130 dBc/Hz at 105 Hz
was obtained. Future improvements in the FLOM-PD perform-
ance can be attained through the use of high-order harmonics
for locking and optimizing the noise characteristics of electronic
devices.

2. Elimination of the Ambiguity

Instead of the modulated laser scheme to remove the ambiguity
range, we used the MZM to directly encode time markers on the
intensity of the optical pulses. The MZM was driven by the digital-
to-analog converters (DACs) synchronized to the local clock. High
control voltage was supplied to suppress the intensity of the optical
pulse to label data “0”, whereas no control voltage was supplied to
maintain the intensity of the optical pulses to label data “1”.

Since we collected interferograms with a refresh rate of 1 kHz,
the modulated frequency of MZM was set to 1 kHz to label sym-
bols on the initial part of the interferograms of every second to
represent the timestamp. Therefore, one labeled interferogram
corresponds to 105 labeled optical pulses. Here, the timestamp
was encoded by a pseudo-random binary sequence (PRBS) with
10 bits (corresponding to 10-ms duration) per second. The frame
structure of the PRBS is as follows: the first and last bits were fixed
as “0”, and the middle eight bits used pseudo-random numbers to
simulate the timestamps.

The next step was to recognize the frames. First, once the mea-
surement voltage of the reference interferogram was zero, the frame
header recognition began. Second, at each site, after identifying
all pseudo-random numbers and receiving the last “0” symbol, we
labeled the next interferogram as the first pulse and recorded the
time on the FPGA. The target interferogram was similarly mea-
sured. The synchronization was maintained until the symbol “0" of
the next frame was received, and the measurement time difference
was maintained during the frame recognition process.

3. Out-of-Loop Verification

To verify the time offset of the clocks after synchronization, the
out-of-loop measurement of the time offset 1TAB, which is inde-
pendent from the in-loop calculated time offset1tAB , is necessary.
Here, we also filtered an output on both combs at each site to gen-
erate the out-of-loop reference interferogram that is independent
from the in-loop signals to verify the synchronization results. The
out-of-loop reference interferograms at two sites contained the
timing information of two clocks and could directly eliminate
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uncertainty from the photoelectronic detection. Then, the out-
of-loop verification was performed by measuring the relative time
interval of two out-of-loop reference interferograms from two sites
using an ADC and transmitted to a computer with a real-time data
refresh rate of 1 s, which is independent of the FPGA processor
used for synchronization. Therefore, the PSD is available only
for Fourier frequencies below 0.5 Hz. The limited sampling rate
hampers the acquisition of PSD spectra at high Fourier frequen-
cies, thereby posing difficulties in estimating MDEVs using the
integration method described in Refs. [55,56]. In the future, we
hope to increase the refresh rate of our out-of-loop verification
system to obtain more complete PSD spectrum information.
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